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Paznen I
OBIIHA ITOJIOKEHMU S

Ya.l. Hacrosimure mpaBuia KacasT Tpoleca Ha YIPaBICHWE HA KU3HCHUS IHKBI Ha
MH()OPMANMOHHUTE U KOMYHUKAIIMOHHUTE CUCTEMH M TEXHHTE KOMIIOHCHTH B PaMKHTE Ha
oommua CMs10BO

Yu.2. YcenoBusTa, HAUMHBT U pelbT 3a MPUA00MBaHE, BbBEXKIAaHE B €KCILIOATALMS, TOAPBKKA,
IIpEeMEeCTBaHE/U3HACSHE, N3BEXK/IaHE OT SKCIUIOATAIHs U YHUIIOKaBaHe Ha NH(OPMAIIHOHHH U
KOMYHHMKAI[MOHHU CUCTEMH U TEXHUTE KOMIIOHEHTH B 0O1rHa CMAI0BO ca B KOMIETEHIIMUTE
Ha [KOHKpETHA 3a BcAKa OOLIMHA CTPYKTYpa: AUPEKIMs, OTJIJ WK CITy>KUTEN | Ha O0IMHATA.

Yu1.3. OnuchT Ha MHGOPMAIIMOHHUTE aKTHBU 10 CMUCHIA Ha 4. 5, an. 1, 1. 1 ot Hapenbara 3a
MUHMMQJIHUTE W3UCKBAaHUS 3a MpexkoBa u wuHpopmanuronHa curypHoct (Hapenbara),
ChJIbpKa HHPOpMAIs, He0OX0IMMa 3a pa3pelllaBaHeTO Ha MHIMJIEHTH, aHAJIU3 U OLIEHKA Ha
pUCKa, YIIpaBJICHHE Ha YSA3BUMOCTHU U YIIPaBJICHUE HA U3MEHEHHSITA, KaTo:

€/IHO3HauHa UJeHTU(UKAIUS, KATO UHBEHTapEeH, CepUeH HOMEp WITH JIp.;

OCHOBHH XapaKTEPUCTHKH;

YCITyTH, TIPOIIECH U JIGHHOCTH, B KOUTO Y4acTBa;

MECTONOJIO0XKEHHUE,;

rOZIMHA Ha MMPOU3BOICTBO, KBAETO € IPUII0KHUMO;

JaTa Ha BbBEXKJIaHE B €KCIUIOATAINs, KBJIETO € MPHIIOKUMO;

BEpCHs, KBJIETO € MPHIIOKUMO;

MECTOHAXO0KJACHNE Ha CBbP3aHaTa C HEro JJOKyMEHTAlHs (TeXHHUUECKa, eKCIIJI0AaTallMOHHA,
noTpeOuTencKa u ap.);

9. OTroBOpHO JIHIIE.

Nk~ wdPE

Ya.4. (1) HacrosmuTe npaBuiia ca MpUeTH B ChOTBETCTBUE C M3UCKBAHETO HA WI. 5, ai. 1, T. 6 OT
Hapen0OaTta ¢ 1ien HamanisiBaHe Ha pUCKa OT MHIMJCHTH, HACTBIIUIIM B pe3yaTaT Ha U3MEHEHUS
BbB B@KHUTE 3a JEWHOCTTAa MH(OPMAIMOHHM AaKTUBHU, U MO-TOYHO B MH(OPMAIMOHHHUTE H
KOMYHHKAI[MOHHUTE CHUCTEMH U O0OCIyXBallaTa TW HHPPACTPyKTypa, B MpOLECUTE U
neitHocTuTe, B KOH(MUTrypaumnre, B copTyepa Uil BbB pbpmyepa.
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(2) lIpenu M3BBPUIBAHETO HA U3MEHEHHUsS, U3PUYHO OIPABOMOILICHU CIIY)KUTEJIHM Ha OOIIMHATA
IIpaBsAT aHAJIM3 U OLIEHKA Ha PUCKA 3a BCEKM KOHKPETEH Cily4ail U B CbOTBETCTBHE C WI. 7 OT
Hapenbara.

(3) Usmenenwusita ce:

1.

IIJIAaHUPAT, KaTO CE€ OMPEIETSAT CPOKOBE M OTTOBOPHOCTH 32 BCSKA ACHHOCT, KOATO I1Ie OBbJe
M3BBPILEHA MIPEH, 10 BpEME Ha U CJIe]] ©3MEHEHHUETO;

ChIJIacyBaT MPEABAPUTEIHO C BCHUKH CTPaHU, UMaIlX OTTOBOPHOCTU KBM IMPOLIECUTE U
JeiiHocTUTE B 00XBaTa Ha HapeabaTa;

0J100psIBaT OT aAMUHUCTPATUBHUSI OPTaH, UM OT U3PUYHO YITHITHOMOIIEHO OT HErO JIUIIE;
OTIOBECTSIBAT IO MOIXOIAI] HAYMH Ha BCUYKU CTPAHH, KOUTO Ca 3aMHTEPECOBAHU;
MH()OPMHUPAHETO HA 3aMHTEPECOBAHUTE CTpaHU TpsiOBa J1a € MoHe 3 JHU Hpeau Ja ce
HaIpaBy U3MEHEHHUETO;

MIPOBEPSIBAT B TECTOBA CPE/Ia.

(4) OGmuHaTa pa3paboTBa MIaH 3a BpbIIaHE HA CUCTEMHUTE B IPEAMIITHOTO UM ChCTOSIHUE, 3a Ja
ce HaMalu NPOABDKUTEIHOCTTAa Ha TMOTEHIMAJNEH WHIMJICHT, HACTBIMI B pe3ylnTaT Ha
U3MEHEHHUETO.

Ya.5. (1) [Ipu pazpaboTBaHe Ha NPOEKTH M TEXHUUYECKH 33aHUs OOLMHATA BKIIIOYBA a/IeKBATHU
1 KOMIUJIEKCHU M3UCKBAHUS 3a MPEKOBa U MHPOPMAIIMOHHA CUTYPHOCT, OCHOBaHH Ha aHaJIN3
U OLIEHKAa Ha PHUCKA, C LEJI Ja Ce rapaHTHpa, Y€ W3MCKBAHOTO HUBO HA CUTYPHOCT Ha
uHpopManuATa, MpPEXHUTe U HHPOPMALMOHHUTE CHCTEMH € 3aJI0KEHO OIlle B eTamna Ha
pa3paboTKa U BHEIPSBAHE.

(2) YsroTBeHuTe TEXHUYECKH 3aJaHus/crienndukanuu mno aja. 1 ce BOUCBAT B PETUCTbpa MO Il
51 ot Hapenbata 3a oOuuTe M3UCKBAaHUS KbM HH(DOPMALIMOHHUTE CUCTEMH, PETUCTPUTE U
€JIEKTPOHHUTE AJIMUHUCTPATUBHU YCIYI'M M CE€ YTBBP)KJIABaT CBIJIACHO 4. 53 OT chliaTa
Hapenba ot mpencenarenar Ha JIA "EnexkTpoHHO ympaBieHue" WM ONpPEIeNeHO OT HEro
JUTBKHOCTHO JIUIIE, B CPOK JIBE€ CEJMMIIM CJIeJl BIIUCBAHETO UM.

(3) ObmHaTa BBBEXkAa B €KCILUIOATAIMS HOBH MH()OPMAIMOHHH M KOMYHUKAI[HOHHU CHCTEMH
IIJIAHUPAHO U CJIE]| YCIICIIHO IIPOBEACHU U JOKYMEHTUPAHU TECTOBE, JOKa3BalllM 3aliuTaTa Ha
uHpopManuaTa oT 3aryda Ha JOCTBITHOCT, UHTETPUTET U KOH(PHUIEHIIMATHOCT.

Ya.6. (1) ObuHaTa moaabpka HHGOPMAIMOHHA U KOMYHHKAIIMOHHA HHOPACTPYKTYpa, KOSTO
rapaHTupa, 4e WH(POpPMAllMOHHUTE U KOMYHHUKAIIMOHHUTE CHUCTEMH, M3II'BJIHABAILN PA3IUYHU

(byHKIMH, ca pa3aesieH! U U30JUPaH TIOMEXTY cU (PU3NYECKH W/MITH JIOTUYECKH, KaKTO U 4e
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ca pa3JelieHd U M30JUPaHU OT UHPOPMAIMOHHUTE W KOMYHUKAIMOHHUTE CHCTEMHU Ha TPETH
CTpaHHM, C L€l Ja Ce OrPaHHYM PaA3NPOCTPAHCHUETO HA HWHLUJEHTH C MpEXoBaTa H
nH(pOpMaLIMOHHATA CUTYPHOCT.

(2) B cnyuaii 4ye najeHa cucTemMa € CbCTaBeHa OT MOACHCTEMH, Pa3Je/ITHETO UM C€ OCHILECTBSBA
Ha MOCIeIHO (PU3UYECKO WIIM JIOTUYECKO HUBO, KaTo YO ChPBBPHT, CHPBBPHT C MPHIOKHUS
coryep u ChpBBPHT ¢ 0azara MaHHU Ha eqHA WHPOPMAIMOHHA CHCTEMa Ce pas3mojiarat Ha
Pa3IMYHU MAIIMHU U B PA3JIMYHU MPEXKH.

Yn.7. (1) OOmmuata rapaHTupa, 4Ye TPaQUKbT MEXKAYy OTACIHUTE CHUCTEMH W TEXHHTE
MOJICUCTEMH € KOHTPOJMpPAH 4pe3 moaxoasmio ¢unrpupane (mo IP agpec, mo mporoko:i, mo
HoMmep Ha TopT OoT Transmission Control Protocol (TCP)/Internet Protocol (IP)) ¢ men
NPEBCHIINSA Ha CBEHTYaJIHHM aTaK¥ W OrPaHUYaBaHe Ha Pa3pOCTPAHCHHETO HA HHIIUICHTH.
dunrpupaneTo Ha Tpaduka TpsAOBa na ObJe MO MPEIBAPUTEIHO PA3MUCAHU U OJ0OpPCHU
NMpaBUJIa, OCHOBABAaIM C¢ Ha (DYHKIMOHAIHOCTTA W CUT'YPHOCTTa, KOUTO TpsiOBa ja Obaar
PEIOBHO NPOBEPSIBAHU 32 HEPETIAMEHTUPAHU U3MEHEHUS U J1a ObJaT akTyaJTu3upaHu C OrJie]
Ha HOBOBB3HUKBAIIIN 3aIlJIaxH.

(2) Henyxunute noprose no npotokonu TCP u User Datagram Protocol (UDP) ce 3abpansiBar
ype3 aJIeKBaTHO KOH(UIypHpaHe Ha U3IOJA3BaHUTE COMTYEpHH pELIeHUs, XapAyepHHU
yCTpoiicTBa U 000pyBaHE 3a 3aIIMTa U KOHTPOJI Ha TpadukKa.

Yn.8. (1) OOmmuata npuema siCHO Ae)UHUPAHU MOJUTUKHA OTHOCHO HEOTOPU3UPAHOTO
U3I0JI3BaHE Ha:

1. 7TUYHM TEXHUYECKU CPEICTBA B MpeXkaTa, KOSITO KOHTPOJIUPAT;
2. TPEHOCHMH 3aIHCBAIU YCTPOHUCTRA.

Yu.9. (1) O6uuHara mpuiiara CIeJHUTE MEPKH 3a 3allluTa Ha MPOQHINTE ¢ aIMHUHUCTPATHBHH
mpaBa 3a HHPOPMAITMOHHUTE ¥ KOMYHUKAITMOHHUTE CHCTEMHU U TEXHUTE KOMIIOHEHTH:

1. mpenu BBBEXIaHE B EKCIUIOATAIUS 3aJBKUTETHO CE€ CMEHST HACHTU(UKAIIMOHHUTE
JaHHW Ha aJMHHHUCTPATOpa, BBBEICHHM 110 TOJpa3OupaHe WJIA HWHCTATUPAHH OT
MIPOU3BOIUTEISI/OCTaBUNKA HA MH(GOPMAIIMOHHHSI aKTHB;

2. aIMUHHUCTPATOPCKHUTE MPODUIH ca IEPCOHATHU;

aJIMMHHUCTPATOPCKUTE MPO(HIN Ce U3MONA3BAT CaMO 32 AIMUHUCTPATUBHU 1IEIH;

4. aaMUHUCTPATOPCKUTE TPO(MIM Cce Ch3aaBaT caMO Ha CIYKHUTEIH, KOUTO H3BBPIIBAT
aIMUHUCTPATUBHU OmNeparuu (MHCTaIMpane, KOHQUTYypHupaHe, yrpaBieHHe, MOIIPbKKa U
T. H.);

w
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5. mpaBara Ha BCEKU aJIMUHUCTPATOPCKH aKayHT Ca OTPAHUYCHU BbB Bb3MOXHO Hail-rojsimMa
cTerneH 10 (pyHKIIMOHAIHUS U TEXHUYECKUS IEPUMETHP Ha BCEKH aJMHUHUCTPATOD;
JaHHUTE 32 aBTCHTUKAIMATA HA aIMUHUCTPATOPCKUTE aKAyHTH:

ca pa3IMYHM 32 BCSIKA CHCTEMA;

ca ¢ Bb3MOXHO Hal-TOJIsIMa CIIOKHOCT, IT03BOJIEHA OT CUCTEMaTa MM HEHHUSI KOMIIOHEHT;

ce ChXpaHABAT MOAXOMANIO (PU3MUYECKH U JTOTUYECKH 3AIIUTEHH, KaToO JOCTHII 0 TAX UMa

CaMoO OTOPH3HMPAH MPEJCTAaBUTEN Ha [KOHKPETHA 32 BCAKA OOILIMHA CTPYKTYpa: JUPEKIIHS,

OT/IEJ WU CITYXKHTEN];

10. mogabppka CHHCHK HA aIMUHHCTPATOPCKUTE mpoduan 3a HHOOPMAIMOHHHUTE W
KOMYHUKAIITHOHHUTE CUCTEMH B TEXHUTE KOMIIOHEHTH;

11. npy HEBB3MOXKHOCT Ha aJMHHUCTPATOp Ja H3IBJIHSABA ITBIHOUCHHO (YHKIUUTE CH
nopaau OOCKTHBHU NPHYMHU IIpaBaTa Ha aJMUHHUCTPATHBHUS My akayHT ce€ CHHpar 3a
CHOTBETHUS TIEPUO/;

12. noHe BeIHBX TOAMIIHO C€ TPaBU Tperien Ha aAMHHUCTPATOPCKUTE MPOPHIN C Iel

©CoN®

yIOCTOBEPSIBAHE HA aKTYaJTHOCTTA HM.
(2) IaponuTe 3a aBTEHTHKAIUS HA aIMUHUCTPATOPCKUTE TPODUIH c€ CMEHST 3abIKUTEITHO:

1. nmepuonu4HO — Hal-MaJIKO BEJHBXK B FOJIMHATA;

2. TIpH TPEKpaTSIBaHETO Ha JOTOBOPHUTE WIIM CIY)KEOHU OTHOIICHUS ChC CIYXHUTEIH WA
TPETH CTPaHM, HA KOUTO TE€3U JIaHHU ca OWJIN U3BECTHH;

3. mpu poOUB B MpexoBaTa U HH(POPMAIIMOHHATA CUTYPHOCT.

(3) Bcuuku omeparuu, mpouecu U JeHHOCTH B WH(OPMALMOHHUTE U KOMYHUKAIIMOHHHUTE
CHUCTEMHU U TEXHUTE KOMIIOHEHTH, U3BBPIICHU C aIMUHUCTPATOPCKH TMPaBa, ce€ TOKYMEHTHUPAT
o cMucChiIa Ha 4i. 5, an. 3 u 4 or HapenOara 3a BCcekn aAMMHUCTPATOPCKU MPOPUI U B
CHOTBETCTBHUE C U3UCKBaHUATA Ha wi. 29, an. 2, 4, 5 u 6 ot Hapenbara.

(4) B noxkyMmeHTanusATa MO al. 3 HE C€ BBBEXJAT M HE CE€ CbXpaHABAaT MapoJid Ha
aJIMMHHCTpaTHBEH Mpodui noj ¢popMaTa Ha IBEH TEKCT WM Xelll.

Yu.10. (1) OOGmmHaTa H3MON3Ba OTAENHA, MOAXOISMIIO 3allMTeHa cpena (Mpeka, CHUCTEMa,
codryep u Ap.) 3a LeTUTE HA AIMUHUCTPHPaHE HA WH()OPMAIIMOHHUTE U KOMYHUKAIITHOHHUTE
CUCTEeMH M TEXHUTE KOMMOHEHTH. Ta3u cpeia € M30JiMpaHa OT IPYruTe MHPOPMAIMOHHU U
KOMYHHKAITMOHHU CUCTEMH Ha OONMHATA W OT MHTEPHET U HE Ce U3IT0JI3BA 3a JIPYTH IICITH.

(2) B cnyyait ye agMUHUCTpUPAHETO Ha MHGOPMAIIMOHHUTE U KOMYHHMKAIIMOHHUTE CUCTEMHU U
TEXHUTE KOMIIOHEHTHM HE C€ OCBIIECTBsBA Ipe3 cperara mo ai. |, MOTOUMTE Ha Tasu
nHpopMaIKA ca 3alUTEHN Ype3 MEXaHU3MH 32 yJIOCTOBEPSIBAaHE U KPUIITUPAHE.
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Yu.11. (1) OGmmHaTa 1aBa AOCTHIT 10 HHPOPMAIIMOHHUTE U KOMYHUKAIIMOHHUTE CH CHCTEMH Ha
noTpeOUTeN MM aBTOMAaTHU3UPaH MPOLIEC CaMO KOTaTO TO3M JAOCTBII € CTPOro HEOOXOAUM Ha
noTpeduTeNs, 3a J1a M3NBJIHU 3aIbJDKCHHUSTa CH, WM HAa aBTOMATHU3MpaHUs Mpolec 1a
U3BBPIIM HEOOXOAMMHTE TEXHUYECKH OIepaluu. 3a Ja rapaHtapa, 4Ye JOCThIl 10
WHOOPMALIMOHHUTE ¥ KOMYHHKAIIMOHHUTE My CHCTEMH HMaT CaMO OTOPU3HpPAHU
MOTPEOUTENH, YyCTpoWicTBa  (BKJIIOYUTETHO JPYrd  WHQPOPMAIMOHHM CHCTEMH) U
aBTOMATU3HPAHU MPOIeCH, OOLTMHATA OTPEIeIIs:

1. mpaBata Ha JOCTBII 10 KOHKPETHM MH(OPMAIIMOHHM aKTHBH Ha CIIy>KUTEIUTE CIIOPE]
JUTBKHOCTTA UM;
2. pena 3a 3asBsiBaHE, IPOMSHA U MPEKpaTsBaHEe HA JOCTBHIT;

(2) OO6muuara mnpuiara 3aIb/DKMTEIHH MEPKH 3a aBTCHTHUKAIUSA, OTOPH3AlMs M OIWT Ha
KOMITFOTBPHHUTE MPEKH M CUCTEMH, KOUTO BKJIFOYBAT U M3UCKBAHHS 32 ONPECIICHA CIIOKHOCT
Ha JJAHHUTE 332 aBTCHTHUKAIMA, aKO C€ U3MOJ3BAT IMapOJIH TE:

1. cnenBa ma chABPIKAT MAJKU M TOJIeMU OYKBH, (P U CHICIUATHA CUMBOJIH;

2. ca JbITM HE TMO-MaJKo OT 8§ cCHMBOJA 3a HoTpeOuTenckure u 12 cumBoia 3a
aJIMUHUCTPATOPCKUTE NMPOoduiIn;

3. MmapoyuTe Ha MOTPEOUTENICKUTE aKayHTH CE CMEHSAT PeryJIIpHO Ha NMEePHOJ He MO-TOJISIM OT
1IECT MECeNa;

(3) ObmurHaTa rapanTHpa, Ye MOTPEOUTEIICKUTE MPOMUIN ca WHIUBUIYaTHH,

(4) B exenneBHaTa pa60Ta CC M3II0J3BaT HpO(bI/IJ'II/I C Hall-HUCKOTO HHUBO Ha JOCTBII, KOECTO AaBa
BB3MOXHOCT 3a U3IIBJIHCHHUC Ha CJ'Iy>KC6HI/ITC 3adbJDKCHUA,

(5) OGmmHaTa rapanTUpa, Ue JUIaTa, MMAIy [IPaBo Ja 3asABsABaT JaBaHE, IPOMEHSHE U CITUPaHE
Ha JIOCTBII, OMPE/ICTICHU ChITIACHO aj. 1, mpaBsT peJOBHU MpEryieId Ha JOCTBIIUTE, HO HE TO-
PAIKO OT BEAHBXK B TOJIMHATA;

(6) HpI/I TE3U NPCriican C€ yCTaHOBABA OaJIM BCUYKH, HA KOUTO € JaJICH AOCTHII JO MpEkKara, 10
OTACIHUTE CHCTCMH H/unu MNPUITIOXKCHUA, HMMAT IpaBO Ha HETO B CBHOTBETCTBUC CBHC
CJ'IY)K66HI/IT6 UM 3adbJDKCHUA, JaJId BBHIIHU JIMIIa UMAT JOCTBII M KaKbB € TOM (6I/IBI_HI/I
CIIYKUTCIIU, NPCACTABUTCIIN HA TPCTU CTpaHI/I);

(7) 3a OCJIUTC Ha MNOPCriacauTe aIMHUHUCTPATOPUTE Ha CBOTBCTHUTC I/IH(bOpMaL[I/IOHHI/I )51
KOMYHHUKAIIMUOHHU CHCTEMHU IMPEAOCTABAT HA OMPABOMOMICHUTE II10 al. 1 JHIa CIIMCBK Ha
BCHUYKH, KOUTO UMAT AOCTHBII JO CUCTEMATa U HUBOTO HA AOCTHIIA, 4 OIIPABOMOIICHHUTEC JIMIIA

AOKYMCHTHPAHO NOTBBPIKAABAT UJIK AAaBAT YKAa3aHUS 3a IIPOMAHA,
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(8) OOmmHara orpaHrYaBa JaBaHETO HA MPUBUIICTUPOBAH JOCTHI (I10-BUCOKO HHUBO HA JOCTBII
WIN JIOCTBI JI0 CUCTEMa, 10 KOSITO JIMILIETO He TPSOBA J1a UMa JOCTBHII ); IPUBUICTUPOBAHUAT
JOCTBII CE JaBa caMo 3a OIpeJIeNIeH IepUol U JeHCTBUATA C HETO C€ KOHTPOJIUPAT;

(9) OGimHaTa rapaHTUpa, Y€ TOCTBIBT [0 CIOAeICHH (ailioBe U MPUHTEPH € Pa3PEIIeH caMo OT
Mpexara, KOHTPOJIMpaHa OT OIuHara.

Paznen 11
SAHIMTA HA UTHOOPMAIIMOHHUTE U KOMYHUKAIIMOHHUTE CUCTEMUA

Ya.12. Ilpu HeoOXOAMMOCT OT MAOCTBI 10 WH()OPMAIMOHHM AaKTHBH W3BBH MpeKara,
KOHTpOJIUpaHa OT OOIMHATa, ce cha3BaT M3MCKBaHWATa Ha wi. 19 or Hapenbara,
BKJIFOUUTENHO:

1. ce u3mon3Ba Hal-MaJIKO NBY(AaKTOpHA aBTCHTUKAIIHS,

2. ce U3II0J3BaT caMO KaHAJM C BHCOKA cTemeH Ha 3ammra karo Virtual Private Network
(VPN);

3. wHe ce usnonssar File Transfer Protocol (FTP) u Remote Desktop Connection.

Yu.13. (1) 3a namansBaHe Ha pHcKa OT MHIMICHTH, MPEAU3BUKAHN OT TEXHUYECKU MOBpPEIH Ha
CHUCTEMHTE, OOIIMHATA!

1. ocurypsiBa KIMMaTUKO-MEXaHUYHUTE YCIIOBUS, YKa3aHU OT IPOU3BOAUTEIS;
2. OChIIECTBsABA HAOIIOIEHUE HA TTApaMETPHUTE Ha YCIOBHSTA 110 T. 1;
3. MpoBex/a IIaHUpaHa peryJsipHa TeXHUYecKa NpoduIakTUKa Ha yCTpoicTBaTa.

(2) 3a HamansgBaHe HAa PUCKAa OT HEOTOPU3UPAH TOCTBHI, OOIIMHATA pa3loJiara yCTpoicTBaTa B
30HHU, KOUTO Ca (1)I/I3I/I'-ICCKI/I N JOIMYECKHN 3alllTUTEHU B CHOTBETCTBUE C KJ'IaCI/ICbI/IKaIII/IﬂTa Ha
nH(popMauITa, C KOSITO paboOTHT.

Ya.14. (1) OOmmHaTta WHCTadMpa W MOIABPXKA CAMO BEPCHUH Ha W3IOJ3BAHHS B CHUCTEMHTE
copryep u pppMyep, KOUTO c€ MOATBPAKAT OT JAOCTABUUIIUTE WIIM MPOU3BOJUTEIUTE U Ca
aKTyaJIHU OT TJIeJJHa TOYKa Ha CUTYPHOCTTA.

(2) KmerpT Ha obmumHaTa, 0100psABa codTyepa, KOWTO c€ M3MOJ3Ba B MH(POPMAIMOHHUTE U
KOMYHMKAI[UOHHUTE CUCTEMHU.
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(3) O6wmmHara nomabpka OHOIMOTEKA ¢ AUCTPUOYTUBH Ha M3IMOI3BaHHS cOPTyep U QbpMmyep C
11eJ71 HaMJIIBaHE HA BPEMETO 32 Bb3CTAHOBSBAHE HA J]aJieHa CHCTEMA CIIE] CPUB.

(4) Obuuara npeanprueMa MEpKH 3a:

1.
2.

HEZOIyCKaHEe Ha MHCTAIMPAHETO U M3MOJI3BAHETO HAa Heo100peH codTyep u pbpMyep;
KOHTPOJI BBPXY M3MONI3BaHus codTyep u GpbpMyep, BKIIFOUYUTEITHO HETOBAaTa aKTYaIHOCT.

(5) OGmmHara npreMa BbTPEIIHY IPABUIIA U HHCTPYKIMHU 3 PETJIAMCHTHPAHE Ha ACHCTBHSATA I10:

1.

MoAIbpKaHE Ha OMOIMOTEeKaTa ¢ JUCTPUOYTUBU Ha M3MON3BaHUs codTyep U pbpMyep B
aKTYyaJHO ChCTOSHUE;

YIPaBJICHUETO Ha JOCTHIIA 10 Hes;

MIPOCIIEASIBAHE 32 HOBOOTKPHUTH YSI3BUMOCTH B CUTYPHOCTTA Ha U3IIOJI3BAHUS B CUCTEMUTE
codryep ¥ pbpMyep H 3a TEXHH aKTyaJIn3allui (HOBU BEPCUH, BIIJICUTH U TIAYOBE), KOUTO
OTCTpaHSBAT TE3W YS3BHUMOCTH, HJIM MEPKH 3a CMEKYaBaHETO WM, MYyOJIMKYBaHU OT
MIPOU3BOIUTENIUTE WIH JOCTABUUIIUTE;

npuaoOMBaHE W TPOBEpKA HA TPOM3XOAa W IIEJIOCTTAa HA aKTyalu3alusaTa Ipead
MHCTAJMPAHETO i;

NpUJaraHeTo Ha akTyalu3alluuTe M MpPernopbuaHUTE MEpKH, KOMTO TpsOBa nga ce
U3BBPIIBAT chOOPa3HO pasnopendute Ha Hapenbara.

(6) OGmmHaTa rapaHTupa, Y€ yCTPOWCTBATa M CHCTEMHUTE Ca KOH(PHUTYPHPAHU B CHOTBETCTBHE C
MPENOPHKUTE 32 CUTYPHOCT HA CHOTBETHUS MM JOCTAaBUMK WJIM IPOU3BOJUTEN, KaTo ce
MpUIIOXKAT U U3UCKBaHMATA Ha npuioxeHue Ne 4 ot Hapenbara.

(7) Obmmnara cexpansiBa off-line komme oT akTyanHuTe KOH(UrypauunoHHH (ailnoBe w/wian
ONMCaHWe Ha HACTPOWKHTE, KaTo JTOCTBITBT N0 TAX TpsAOBa € KoHTposimpaH. Kommsara ce
MIPOBEPSBAT PETYJISIPHO OTHOCHO KaueCTBO M TOJTHOCT.

(8) Ob6uHaTa perynspHO MpaBH MPOBEpKa HA KOHGUTYpaIllMOHHUTE (aiiioBe U HACTPOUKUTE HA
CHUCTEMHM U yCTPOWCTBA 32 HEPETIAMEHTUPAHU U3MEHEHMSL.

Yu.15. (1) O6muHara npuiara B nHGOpMaIMOHHATA U KOMyHHKAIIMOHHATA CH HHPPACTPYKTypa
MOAXOAIIN MEPKU 3a 3alldTa OT MPOHWKBAHE M MEPKH 3a OTKPUBAHE W CIPABSHE ChC
3710BpesieH copTyep.

(2) MepxkuTe 3a 3amiuTa OT 310BpPEACH COPTyep:

Ilpoexm ,, Cv30asane na mooenu 3a ONMUMATHU AOMUHUCMPAMUSHI CIMPYKMYPU Ha obwunume”, 3a
npedocmassine na 6e38v3me30Ha unancosa nomow no Onepamuena npoepama ,,/[oopo ynpasnenue ",
cv@unancupana om Eeponetickus cvios upes Eeponetickus coyuanen ghono.



EBPOMENCKM CbO3 "
EBPOMEWCKA - J[IOBPO YNMPABAEHWE
COUWANEH @0HA

1. ca IMPUIIOKCHU KbM BCHUYKMU KOMIIOHCHTHU Ha I/IH(bOpMaI_[I/IOHHI/ITe U KOMYHUKAIIUOHHUTC
CUCTCMH, KBJICTO TOBA € Bb3MOXKHO,

2. ce noaabpXar B AKTyaJlHO CBCTOSAHHUEC, 3a Ja HMar CIIOCOOHOCTTA Ja 3amuTraBar OT
HOBOOTKPUTH 3allJIaXH.

(3) Mepxkure 3a 3amuTa OT 37I0BpeieH co(Tyep MO3BOJISBAT:

1. wm3BBpmIBaHE Ha IIBJIHA TMPOBEpPKA 332 HAIWYHE HAa 3JI0BpeleH co(Tyep TMOHE BEAHBXK B
CeIMUIIAaTa, KbJIETO € MPUII0KUMO;

2. TpoBepKa Ha eJeKTPOHHATA Iolla U (ailjioBe, CBAIEHU OT UHTEPHET, KaKTO U MIPEHOCUMHU
3aMMcBally YCTPOMCTBA, Peau J1a ObJaT OTBOPEHHU.

(4) OOmmHara M3BBPIIBA PETYJSAPHO OICHKA HAa SPEKTHBHOCTTa Ha MEPKHTE 3a 3allluTa OT
31M0BpefieH cohpTyep U MpU KOHCTATHPAHU CIIadOCTH MpeanpueMa IeicTBUs 3a Moa00psBaHe
Ha 3alIUTaTa.

Yx.16. (1) ObmuHaTa nMa pa3pabOTeHH MOJUTHKA  BhTPEIIHH PaBUIIa ChIIACHO WI. 5, ai. 1, T.
6 or Hapenbara 3a mpuiaraHe Ha KpUOTOrpadckM MEXaHHW3MM, KOWUTO C€ H3MOJI3BaT 3a
rapaHTHpaHe Ha KOH(UAECHIIMAIHOCTTa U MHTETpUTETa Ha 4YyBCTBUTENIHATa MH(poOpMalus B
CbOTBETCTBHUE C HEHATa KJIacU(pUKAIIHSL.

(2) Kpunrorpadgckute MexaHW3MU ca ChOOPa3eHHM C YA3BMMOCTTa Ha MHGQOpMaUsITa KbM
3aIruIaxy 3a HeWHUTE KOH(OUICHIIMAIHOCT U HHTETPUTET U C HOPMAaTUBHHUTE U PETryJIaTOPHHUTE
M3HCKBAaHUS KbM HEHHOTO Ch3/IaBaHe, ChXpaHsBaHE H MTPEHACSHE.

Ya.17. O6muHaTa npeanpuemMa cileJHUTe MepKH 3a 3alluTa Ha yeO ChpBbpHTE:

1. uncranupa ceptudukKaT Ha yed CHPBBPHUTE CH, U3JaJCH OT JIOBEpPEHAa CHUCTEMa 3a
ceprudunmpane (trusted certification authority system), KouTo:

a) € U3JIaJIeH 3a ChbOTBETHHS yeb calliT (website) miu rpyna caiToBe U € YHUKAJIEH;
0) M3M0J3Ba ANTOPUTHM 3a Kpuntupane none SHA2;
B) € aKTyaJIeH, KaTo CepTUPHUKATUTE C U3TEKbJ CPOK CE aHyIUPAT;

2. 3a 3anIUTa Ha WHTErpUTEeTa Ha WH(OpMamusaTa, OOMEHsHA ¢ TOTpeOuTenuTe, yed CauThT
(website) Ha obOmuHaTa € mocThieH camo mo mpoTtokon Hypertext Transfer Protocol
Secure (HTTPS), xkato ce u3noi3BaT caMo KpUnTorpad)cKu TpaHCHOPTHU npoTokosu TLS
(Transport Layer Security) Bepcus 1.2, nepunupan B RFC 5246 na IETF (The Internet
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Engineering Task Force — Cnenuanu3upana paboTHa rpyrna 3a HHTCPHET MH)KCHCPUHT)
mpe3 2008 1., Bepcus 1.3, nedpunupan B RFC 8446 na IETF npe3 2018 r., wiu cneapammu
I10-HOBH BEPCHH;

3a KpunTHpaHe Ha nHpopMalusaTa, 0OOMEHSIHA MEXy yeO ChbpBbpa U MOTPEOUTEIUTE MY,
ce mpujiaraT u3ucKBaHusTa Ha wi. 16 ot Hapenbara u ce B3emMaT npeaBul MyOJIUKyBaHUTE
B RFC Ha IETF 3a0panu 3a u3non3BaHe Ha METOAM 3a mu@pUpaHe B KpUNTOrpadCKUTe
TPAHCIIOPTHH MPOTOKOJIH;

npuiara noaxonaam; Web Application Firewall (WAP), koiito nabmonaBa u ¢unrpupa
Tpaduka OT U KbM CHOTBETHOTO NMPHIIOKEHHE C IIeJ 3alIUTa Ha yeO NMPUIOKEHHUsATa OT
kubepataku ot tuna Cross-Site Request Forgery (CSRF), Cross-site Scripting (XSS), file
inclusion, SQL injection u nip.;

HE ce MMO03BOJIsIBa BMbKBAaHE Ha JaHHH OT CTpaHa Ha MOTPEeOUTENsI, OCBEH HA ONPEIEICHUTE
3a TOBA MECTA;

BCUYKM BXOJHU [JaHHHM, IOCTHIBAIIM OT KJIMEHTa, BKJIIOUUTEIHO ChABPKAHUETO,
MPEIOCTAaBEeHO OT MOTpeOHTeNss U ChABbPKAHUETO Ha Opay3bpa, karo headers Ha
Mpenpaniamus 1 NoTpeOUTEICKH areHT, OMBaT BaJIUIUPAHU;

NPUIIOKHUAT coTyep HE IMO3BOJISIBA BBBEKIAHE Ha CIELUATHUM CHMBOJH, OCOOEHO
TaKWBa, KOUTO ce n3moi3Bar B SQL 3asBkuTe;

BCUYKU JAaHHM, M3MpAIlaHd OT KJIMEHTa U MOKa3BaHW B yed CTpaHMIA, ca KOJUPaHU C
HTML, 3a na ce rapantupa, ye CbIbpKaHUETO ce n300pa3sBa kato TekcT BMecto HTML
eneMeHT wiu JavaScript;

3a 3alIUTa OT aTakH OT TUMa oTKa3 oT yciuyru (DoS):

Hajlara OrpaHM4YC€HUC Ha 3asiABKUTC MW IMO-CIICHHUAJIHO I1I0 MaKCHUMaJIHA AObJDKWHA Ha

C’b,[[’bp)KaHI/ICTO, MaKCUMaJIHA ABJDKHMHA Ha 3asiBKaTa 1 MaKCHUMaAJIHA ABJDKHMHA Ha 3asi1BKaTa I10
Url;

0) ce KOHpUTypHUpaT TUITBT U pa3MepsbT Ha headers, KouTo yed ChbpBBPBHT 1€ MPUEME;

B) ce OrpaHWyaBaT BpEMETPAaeHETO Ha Bpb3KkaTa (connection Timeout), BpemMeTo, 3a KOETO

ChPBBPHT M3YaKBa BCUUKHU headers Ha 3asBKaTa, Mpean a s MPEKbCHE, 1 MUHUMAIHUAT Opoit
0aiiToBe B CEeKyHJa MpU H3MpallaHE Ha OTrOBOP Ha 3asBKa, 32 Ja C€ MUHUMH3UpA
Bb3aelicTBreTo U Ha slow HTTP araku;

10.

11.
12.

3a 3ammTa OT brute force aTaku ce BbBeX/1a OrpaHUYeHHE HA OpOos HEYCIEIIHU OMHUTH 3a
BJIM3aHE B CHCTEMATa;

HE ce U3BEeX/Ia CIIUCHK Ha yeO TMPEKTOPUUTE;

ouckBuTkute (cookies) ga umar:
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a) ¢umar 3a 3ammra (security flag) — To3u ¢uar uaCcTpyKTHpa Opay3bpa, ye "OucKBUTKATa" MOXKE
na Obae JocThITHA caMo upe3 3amuTern SSL kanamnu;

6) dmar HTTP only — unctpykTupa Opay3bpa, ye "OMCKBHTKATa" MOXE J1a ObJie JOCTHITHA CaMO
OT CBPBBPA, a HE OT CKPHUIITOBETE, OT CTPaHA Ha KIIMEHTA;

13. headers Ha oTroBopuTe Ha 3asBKH, KOUTO TpsOBa Ja TapaHTUpPAT 3allUTa KAaKTO Ha
KIIMEeHTA, TaKa U Ha ye0 caiita (website), CbbpIKAT ONINH, IIOCOYCHHU B Mpuiioxkenne Ne 5
ot Hapenbara,

14. B rmaBHata AupekTopus Ha yeO caiita (website) e crmoxxen ¢aiin robot.txt, KoiiTo naBa
yKazaHus Ha yed podotute (00TOBE/MAasIN) KOJIKO YeCTO J1a 00XO0XKIAT caliTa, KAKTO M KOH
YacTH OT HEro Ja OOXOXKAAT M J1a MHICKCHpAT, aKo TO3M (ailyl He CHIIECTBYBa, yeO
poOOTUTE OOXOXKAAT IENIUSI CAMT — BCSKA €IHA HEroBa CTPAHUIIA, IMOACTPAHUIIA, CTATHS,
JIMHK | T.H., KOETO KpHE PHCK 32 KOHPUICHIIMATHOCTTA HAa HH(DOpMAITHSITA;

15. npu m3nomsBane Ha Cuctema 3a ympaBieHue Ha chabpkanuero (CMS) ce mpomens
HAaMEHOBAHMETO MO MoApa3OMpaHe HAa MamnkKara 3a JOCTBI J0 aIMHHHCTPATOPCKHUS
naHes.

Y.18. O6muHaTa npeanpuemMa cieJHUTe MepKu 3a 3amurta Ha DNS:

1. mpu uznon3BaHe Ha moBedye OT eAuH DNS cbpBBp, BCEKH OT TAX Jla € Pa3MoJOKEH B
pasuyHa MPEXa/ o IMpexa;

2. nmanpuimara DNSSEC (Domain Name System Security Extensions);

na munuMusupa DNS 3aaskure cwriiacio RFC 7816 na IETF ot 2016 1.5

4. na 3a0panu zone-transfers — 3moHamepeHM Jmia Morat Obp30 Ja ONPENENAT BCHYKU
XOCTOBE B ompeierneHa 30Ha upe3 Tpancdepu Ha DNS 300U, na cpOupaT napopmanms 3a
JIoMeliHa, JMa u30upar IeNd 3a aTakd, Ja OTKpWBar HewsmoisBanu IP aapecu m na
3200MKaIST MPEXKOBUSL KOHTPOJI Ha JOCTHIIA, 32 Ja KpajaaT uH(opMaIus;

5. B KOHUTyparoHHUs (ailil 1a ciaoxu:

w

a) dmarc (Domain-based Message Authentication, Reporting and Conformance) 3anuc;
6) SPF (Sender Policy Framework) 3anuc.

Ya.19. (1) O6mmuara ocurypsiBa (pu3nvecka 3amyra Ha WHPOPMAMOHHHUTE CHU aKTHBU 4Ype3
npujaraHe Ha aJeKBaTHU M TPOMOPIMOHAIHU MEpPKU Cpelly 3arjlaxd OT HEOTOPU3UpPaH
Gu3NYeCKHn JOCTHI 0 TAX. MepkuTe TpsOBa Ma rapaHTHpAT HAIWMYHOCTTA, WHTETPHUTETA U
KOH(UIEHIIMATHOCTTa Ha UHPOPMAIIHOHHUTE aKTHBH.
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(2) ObmmHara ocurypsiBa 3aiuTa Ha MHOOPMALMOHHHUTE CH AKTHBH OT I0XKap, HABOJHCHUE,
XUMHYeCcKa U (pu3MuecKa MpoMsHa Ha Bb3JAyXa upe3 MOJIXOMSIIN MEPKH B CHOTBETCTBHUE C
HOPMAaTHBHHUTE aKTOBE.

(3) 3a na rapantupa ehUKacHOCTTAa Ha MPHIOKEHUTE MEPKH 10 aji. | u 2, o0ImuHaTa U3BbpIIBa
MOIXOISAIO0 HAOIIOICHUE BBPXY THX.

Yn.20. B cioydaii 4e oOmmHAaTa W3MOA3BA WHIYCTPUAIHA CHUCTEMH 32 KOHTPOJ, OT
(GYHKIIMOHMPAHETO M CUTYPHOCTTa Ha KOHTO 3aBUCSAT CBINECTBEHHTE YCIAYTH, KOHTO
NpefoCTaBsi, T MpUiara MOIXOMAIIA MEPKH 3a TIXHATa 3alldTa B CHOTBETCTBHE C
M3KCKBaHuATa HAa Hapenbara, ako ca MpHIOKUMH.

Y21, (1) OOmmHaTta M3MOI3Ba CHCTEMa/CHCTEMH 3a aBTOMATHMYHO OTKPUBAHE Ha CHOWTHS,
KOUTO MOTaT Jia MOBIMSAT HA MPEKOBaTa M MHPOPMAIMOHHATA CUTYPHOCT HAa BaXKHUTE 32
HeifHaTa JIEHHOCT CUCTEMH, Ype3 aHaIu3 Ha HH(POPMAIIMOHHU TIOTOIH, IIPOTOKOJH U (aiiiioBe,
MIPEeMHUHABAIIY TIPE3 KIIOYOBU yCTPOMCTBA, MO3UIIMOHUPAHU TaKa, Ue Ja MOTaT Ja aHAIM3HPaT
BCUYKH TIOTOIM, OOMCHSIHM MEXIy COOCTBEHHTE MM WH(OPMAIMOHHH W KOMYHHUKAIIMOHHU
CUCTEMH, KaKTO U C UH()OPMALIMOHHUTE U KOMYHUKAIITHOHHUTE CUCTEMHU Ha TPETH CTPAHH.

(2) OOumuara opraHu3uMpa 4Ype3 HHCTPYKIMU JSHCTBHATA 3a HAOJIOJCHHE W peakis Ha
CUTHAJIUTE OT TE€3HU CUCTEMH.

Yu.22. [To oTHOIIIEHUE HA CUCTEMHHTE 3alMCH OOITMHATA TapaHTUPA, Ye:

1. B CBpBBpPH 3a TPUIIOKEHUS, KOWTO IMOJIBPKAT KPUTHYHU JEHHOCTH, CHPBBPH OT
CHUCTeMHaTa WH(PaCTPyKTypa, CbPBBPH OT MpekoBaTa MHPPACTPYKTYypa, OXPaHUTEIHU
ChbOPBKEHUS, CTAaHIMU 32 HWHXXEHEPUHI M TMOAAPHKKA HAa MHIYCTPHAIHU CHCTEMH,
MpPEXKOBO 00OpyIBaHe W pabOTHM MecTa Ha aJIMHHHCTPATOPH CE€ PETHCTPHUPAT
ABTOMATUYHO BCHUYKH CHOUTHS, KOWTO Ca CBBpP3aHM HaW-MaJKO C aBTCHTHKAIUS Ha
MOTpeOUTENUTE, YIpaBleHHEe Ha NMPOQUINTE, MpaBaTa HA JOCTHII, MPOMEHH B MpaBUiIaTa
3a CUTYPHOCT U (YHKIIMOHHUPaHe Ha NHPOPMAITMOHHUTE U KOMYHUKAIIMOHHUTE CUCTEMH;

2. B 3aIHCHTE 3a BCSIKO OT TE€3U CHOWTHS € OTOEIA3aHO aCTPOHOMHYECKOTO BpeMe, KOraTo €
HACTBIINIO CHhOUTHETO;

3. BCHYKM KOMIIOHEHTH Ha CHUCTEMUTE MOAABPKAT EIWHHO BpEeME B CHOTBETCTBHE C
M3HCKBAaHUSATA HA:

a) cragmaptu BJIC ISO 8601-1 "/ata u Bpeme. [IpeacraBsuus 3a ooOMeH Ha nHpopMmanus. Yact
1: OcuoBuu mpaswia" u BJIC ISO 8601-2 "Jlatra u Bpeme. IlpencraBsuus 3a oOMeH Ha
uHpopmanusa. Yact 2: Pasmupenus"; BpeMeTo 3a HACTHIIBAHETO HA CHOUTHS C MPaBHO WU
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TCXHUYCCKO 3HAYCHUEC CC OTUMUTA C TOYHOCT [0 IroJiluHa, JaTra, 4aC, MUHYTa U CCKyHa4, a IIpH
TCXHOJIOTHMYHa HCO6XOI[I/IMOCT CC IOIMYCKa U OTUUTAHC 1O MUJIMCCKYH/I A,

0) »3a

CUHXpPOHM3allMd Ha YaCOBHHIWTEC Ha KOMIIOHCHTH Ha I/IH(bopMaI_[I/IOHHI/ITe n

KOMYHUKAITMOHHUTE CUCTEMHU TpsOBa ga ce uinoizBa npotokoil NTP V4 (Network Time
Protocol, Bepcus 4.0 u cnenBamu), ocHoBan Ha RFC 5905 na IETF ot 2010 r., Karo ce
ocUTypsiBa XpoOHOMeTpuuHa JnerepmuHanusi ¢ BpemeBara ckama Ha UTC (Coordinated
Universal Time), uix aHaJIOTHYEH;

4.

JOCTBHIBT J10 HHPOPMAIHUATA 1O al. | € orpaHuyeH camo J0 JTUIa, UMAIU 33 IbJDKEHUS 32
HabmoaeHneTo mo cmuchia Ha wi. 30 or Hapenbara, 3a pa3zpemaBaneTo Ha HHIUACHTH C
MpexxoBaTa W WH(GOPMAIMOHHATA CUTYPHOCT, 32 PAa3KPUBAHETO M pa3CiCIBAHETO Ha
TEXKKU MPECTBIUICHUS W mpecTbIvieHus 1o wi. 319a — 319¢ ot Hakazarennus koaekc B
cbOTBeTCTBUE ¢ wi. 14, an. 4, 1. 2 u un. 15, an. 3, T. 3 or 3akoHa 3a KUOEPCUTYPHOCT.
JocteibT 10 Ta3u uHbopmMalus TpsOBa J1a € caMo 32 YETCHE;

nHpopmanuara mo aji. | ce apxmBHpa W ce ChXpaHsABA 3a IMEPUOJ HE TO-MaTbK OT
JIBaHA/IeCET Mecella MPH Clia3BaHe Ha W3MCKBaHUATa HA Wwi. 32 ot Hapenbara;

oOmMHaTa Ja € B ChCTOSIHHME Ja M3BBpIIBA Kopenamnus Ha uHdopmanusTa mo ai. 1 or
pa3IMYHUTE W3TOYHHUIM U Ja TpPaBH aHaIM3, 32 Ja OTKPHUAT CHOUTHSA, KOUTO 3acsAraT
MpekoBaTa 1 UHPOPMAaIIMOHHATA CUTYPHOCT.

Y.23. BbB Bpb3Ka ¢ Bb3HUKBAHE H yIPABJICHUE HA MHIIUJCHTH C MpeKoBaTa M HH(QOpMaIoHHa

CHTYPHOCT:

1.

No gk

CIly’)KUTENIUTE TMOAABAT CUTHAN 3a HACTBIMIM WM TOTCHLIMATHU CBHOUTHUS, OKa3Balld
HEraTUBHO BIIMSHHUE BbPXY MpEKoBaTa U HHPOpPMallMOHHATa CUTYPHOCT JI0 [KOHKpETHA 3a
BCsKa OOIMHA CTPYKTYypa: AUPEKIUsL, OTJIE] WU CITY>KUTEN];

KMETBT OIPEACII ChC 3alI0BE] JIUIE, OTTOBOPHO 3a PETUCTHPA HA UHIUACHTUTE;

c yTBBbpJeHa oT KMeTa MHCTpPYKIMS ce ONpeAeisaT pefa 3a PEerucTpUpaHe Ha CUTHAIM,
MIpOBEpKaTa Ha TAXHATa JOCTOBEPHOCT, KIACU(DPUIIMPAHETO UM, TAXHOTO MPHUOPUTU3UPAHE
Y MTOCJIE/IBAIIOTO YBEIOMSIBAHE 3a TOBA HA MOJATEIS;

3a MHIUJACHTA CE YBEIOMABAT IIPEKUTE PHKOBOAUTEIIN HA JIMIATa [I01aI CUTHAIIA;
nHpopManMATa 3a HaYMHA 32 pa3peliaBaHe Ha MHLUICHTA Ce 110/1aBa B MMCMEH BUJ;
VHIIHJIEHTA € JOKYMEHTHPA O MPUKIIIOYBAHETO MY,

ChXPAHSABAHETO M IPEJABAHETO Ha JOKA3aTeJCTBA, KOraTo WHIWIEHTBHT IpeAarnojara
U3BBPIIBAHETO HA MPOLECYAIIHU JEUCTBUS CPEILY JIMLE WU OpraHU3alus, BKIFOYUTEIIHO
HE0O0XO/IMMUTE 33 TOBA 3aIIUCH CE€ U3BBPIIIBA B TUCMEH BUJI;

JNOCTBITBT JI0 PETHCThPA HA MHIMJCHTUTE € OrpaHuyeH. JInmara, uMamu J0CThI 10 HETO
Ce OIpENEINAT ChC 3al0BE] Ha KMETA.
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(3) O6muHara pa3paboTBa, MPOBEPsBa U MOAIbPKA B AKTYAIHO ChCTOSHUE IJIAHOBE 3a CIPaBSHE
C UHIUJCHTHTE, KOWTO OMXa HMalld Hail-CepHO3HO BB3ACHCTBHE BBPXY MpEKOBaTa U
nHpOpMaIMOHHATa CUTYpHOCT. [l1aHoBeTe chabpkaT nHpOpMaIus 3a:

OTrOBOPHUKA 32 OpPraHU3aIMATa PU HACTHIIBAHE HA MHIIUJICHT;
pena 3a undopmupane;

MEpKHTE, KOUTO CJIe[BA JIa C€ MPEATPHEeMaT 1 OTTOBOPHOTO 32 TOBA JIUIIE,
pelna 3a KOHCYJITHpaHE;

pelna 3a cielieHe Ha TapaMeTPHUTe 10 BpeMe Ha WHIUJICHTA,

JUIETO, KOCTO I1Ie ChOMpa U ChXpaHsiBa HeoOXoaumara nH(OpMaIHs, U JIp.

S

(4) OGmmHara pa3paboTBa CTpaTerus 3a KOMYHHUKAIHS, KOATO ONpPEIess pela 3a CIOACISIHE Ha
uHpOpMaIKATa 32 MHIUACHTA ChC CIY)KUTEIHU, MapTHHOPH, TOCTABYMIIM, KIIMECHTH, MEIUH,
I'bpP)KaBHU OpPraHHU.

Ya.24. (1) Ilpm wHOMIEHT C MpexoBara W HWH(POPMALMOHHATA CUTYPHOCT CIYXHTET OT
[KOHKpeTHa 3a BCsAKa OOLIMHA CTPYKTypa: JUPEKLUs, OTAE] WM CIyXKHUTEIl]|, OTTOBapsIIO 3a
MpexoBaTa UM HH(POpPMAallMOHHATa CUTYPHOCT, YBEIOMSBAa CHOTBETHHUS CEKTOPEH EKMII 3a
pearnpaHe IpH HMHLMAECHTH C KOMIIIOTBpPHAaTa CUTYPHOCT 3a HWHIMJIEHTHUTE B CPOKOBETE,
nocoueHu B wi. 21, an. 4 u 5 1 wi. 22 ot 3akoHa 3a KHOEPCUTYPHOCT.

(2) 3a yBegomsBaHero 1o an. 1 u mo ui. 17, an. 7 ot 3akoHa 3a KHOEPCUTYPHOCT C€ M3MOI3Ba
dbopmara, mocouena B nmpusioskerne Ne 7 or Hapenbara.

(3) IIpu wm3nbnHABaHE HAa W3MCKBaHETO Ha wi. 17, am. 8§ or 3akoHa 3a KHOEPCUTYpPHOCT
CEKTOPHUTE EKHIIM 3a pearrupaHe MpH WHIUACHTH C KOMIIIOTHPHATAa CUTYPHOCT M3IpaliaT
o0oO1IeHaTa cTaTUCTHYEeCKa HHQpOpManuUs 3a MHIMJIEHTH KbM HAlMOHAJHUS €KUIl 3a
pearvpase Nnpu UHIUIECHTH C KOMIIOTbpHATa CUTYPHOCT, KaTo U3MOA3BaT (hopMara, ocoueHa
B npusioxenue Ne 8 or Hapenbara.

(4) B ciyuaii ye unpopMarusaTa 1o an. 2 U 3 ce u3Mpaila 1o eIeKTpoHHa oI, Ts TpsOBa aa e
TTOJIXOJIAMIO 3alUTEHA OT HEOTOPU3HUPAH JIOCTHIT U JIa € Kilacu(puImpana cbriiacHo 4wi. 6, aj. 7
ot Hapenbara.

Ya.25. (1)  Hacrosmure mpaBuina Ha oOuHa CMSI0BO BKJIIOYBAT MEPKM 3a 3ama3BaHe
MHTETpUTETa HAa MH(OpMAIUATA B ClTyyail Ha MHIIMJCHT, 3acsralll HeifHaTa JOCThITHOCT.

(2) BbB BpB3Ka c an. 1 ce M3MBIHIBAT CIEIHUTE MPOIECH, CBHP3AHUTE C TIX ACHHOCTH U
OTIOBOPHOCTHUTE 110 PE3EPBUPAHE M apXUBUPAHE HA HHPOPMALIUATA!
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[TomrbniBa ce OT BCsika OOIIMHA WHIWBHTYJTHO

1.

ok wn

7.
8.
9.

pe3epBupaHe [W/wiK| apxuBupane Ha WHGOpMaNUATa OT [0a3u TaHHU, KOHPUTYPAIIHOHHU
(haiisoBe, UMUHKH HA CHCTEMH H JIp. ];

3a apXHMBHpaHE U Pe3epPBUPAHE CE U3MOJ3BA [ TEXHOJIOTHUA|;

PE3epBUPAHETO € [YACTUYHO, ITBIHO U JIp.];

apXUBUPAHETO U PE3EPBUPAHETO CE U3BBPIIBAT 3a [[IEPUO/];

MpaBAT ce [Opoi Ha Komus|;

BPEMETO 3a ChXpaHsIBAaHE HA BCAKO KOMHE C€ OIpeaess ChIIacHO HM3UCKBAHMATA Ha
HOPMAaTHUBHUTE aKTOBE U OIIEHKATa HA PUCKA,

BCSIKO KOTIHE CE€ ChXpaHsBa [MsCTO];

MEPKHUTE 3alIUTa OT HEMIPABOMEPEH OCTHII ca [(PU3NUECKH U JTOTHUECKH |;

M3IOJI3BAaT Ce B KOHKPETHU Clly4au [ciydau|;

10. pa3pereHue 3a U3MOJI3BaHE CE JlaBa OT JIMIIE, ONPEICIICHO Che 3anoBe Ha Kmera.

(3) Ilpu pesepBupanero [w/Wnu| apxuBHpaHETO Ha HWH(MOpPMANMATA CE CIA3BaT CICIHUTE

W3UCKBAHMUS:

1. mpaBAaT ce peryisipHH Komus cboOpa3HO pHcKa OT 3aryda Ha MH(opMaus U JUHaAMUKAaTa
Ha U3MEHEHUETO if;

2. KomusATa Ha MH(OpMAIHs ca eTUKETHPAHU 110 HAauYWH, YKa3Balll €JHO3HAYHO MTOHE KaKBa €
uHpOpMaIMATa, 3a KOsl CHCTEeMa, KakKbB METOJ € M3MOJI3BaH 3a Ch3/1aBaHE Ha KOIHETO,
JaTa ¥ vac;

3. KONUATa Ha YyBCTBUTENHA HMH(pOpMAIMs ca B KPUNTHPAH BHUJ WM TOHE 3aLIUTEHU C
apoJia;

4. xomusATa Ha WH(pOpPMAIMATA CE CHXpaHSABAT Ha OTAETHA MAallMHA W MO BBH3MOXKXHOCT B
Jpyra 3allluTeHa Mpexa;

5. elHO OT KOMHUsATa HAa KpUTHYHA 3a JeiHOCTTa MH(popMmalus ce cbxpansBa off-line u no
BB3MOXKHOCT B JIpyTa Crpajia Wi Ha o01adHa cpena;

6. mpaBM ce W peryispHa TpoOBepKa Ha TOJHOCTTa HA PE3EPBHUTE KOMUS, Jalld Te

U3IBJIHABAT OCIUTC, 3a KOUTO Ca Ch3AaJACHHU, U IIOCTHUTAa JIU CC HGOGXOI[I/IMOTO BpEMC 3a
BB3CTaHOBABAHC.

Yn.26. OOmmHaTa mpeanpueMa IOAXOMSIIA W B CHOTBETCTBHE C PHUCKOBETE MEPKH 3a
rapaHTHpaHe Ha HUBOTO HA YCIYTUTE U JCHHOCTHUTE, KOUTO ca B oOxBata Ha Hapenbara, karo:

1.
2.

pe3epBHpaHE HAa CUCTEMU;
pe3epBHUpaHe Ha yCTPOMCTBA;
OaaHCHpaHe HAa HATOBAPBAHETO Ha KPUTUYHH YCTPOICTBA UM CUCTEMU;
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4. pesepBHpaHe Ha LICHTPOBE 3a JaHHH.

Ya.27. (1) O6mmHaTa pa3paboTBa IUIAHOBE 3a HEMPEKbCBAEMOCT 3a JCHCTBUSA B Clydail Ha
aBapvM, TPUPOTHH OCICTBUS WU JPYTd HEMPEIABHICHU OOCTOSITEICTBA, KOHWTO OMXa
NPUYUHUIN MIPEKbCBAHE Ha MPEIOCTaBsIHATA OT HEro YCIIyra B ChOTBETCTBHE C M3UCKBAHUATA
Ha 4. 5, an. 1, 1. 6 ot Hapenbara.

(2) Ilnanosere 1o ain. 1 chaBpKAaT:

O6CTO$IT€J'ICTBaTa, 34 KOUTO CC€ OTHACAIT,

IparoBe€Te, IIPHU KOUTO CC SaﬂeﬁCTBaT;

JIMOETO, KOCTO AaBa paspClICHUE 3a 3aJICiICTBAHETO UM;

p€aa 3a Bb3CTaHOBABAHC HA YCIYTUTC U JIEHHOCTUTE 10 OmnpeaciiCHO HUBO.

Ao bde

(3) IInanogete mo ain. 1:

1. ce [mpourpaBart ICPUOJUIHO, HO HC IIO-PAAKO OT BCAHBIK B I'OAMHATA, C IS Jla CC IIPOBCPU
TAXHaTa aKTyaJlHOCT M Ja C€ TpCHHUpaT JuIara, KOUTO HMMAT OTrOBOPHOCTH 3a
U3IBJIHCHUCTO UM,

2. ce MNOAABPIKAT B AKTYyaJIHO CbCTOSAHUC,

Ca JOCTBIIHU CaMO 3a JInaTa, KOUTO UMAT OTTOBOPHOCTH 34 TAXHOTO U3IIbJIHCHHUC,

4. ce CbXpaHABaT Hall-MaJIKO Ha JBE MCCTa, CIHO OT KOHUTO € HU3BBH Crpazdara, B KOATO CC
HaMupaTt CUCTEMHUTE, 3a KOUTO CC OTHACAT.

w

Paznen 111
N3NCKBAHUS 3A KOHOUT'YPUPAHE

Y. 28. BB Bpb3Ka ¢ U3UCKBAaHUATA 32 KOHPUTypHUpaHe, 3ajerHanu B Hapenbara:

ce 3a0pansBat macros B office makerure;

3a0paHsBa ce pop-up B Opay3epure;

Auto play pyHnkiusaTa ce KOH(UTypHUpa BUHATH 12 UCKA MOTBBPKJICHUE Ha TOTPEOUTENS;

User Account Control ce koHpuUrypupa 10 Haii-BUCOKO HHUBO, Taka 4e BUHAru Jia M3/1aBa

MPEIYIPEKACHUS;

5. mpu crozensiHeTo Ha (ailyioBe W MPUHTEpPH HE ce U3Mos3Ba HacTpoiika Everyone, a ce
yKa3Ba KOM aKayHTH TOYHO Jla UMaT MPaBo Ha JJOCTBII J0 TAX;

6. 3abpansBa ce TRACE/TRACK metonsT;

7. 3abpansBa ce anonymous authentication;

A
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8. m3mon3Ba ce Unicast Reverse-Path Forwarding (uRPF) 3a npenmasBane oT U3Moa3BaHETO
Ha ¢ammmBu [P aapecu u rate-limiting 3a orpann4yaBane Ha Opos Ha 3asBkHuTE 1O [P
azpec;

9. 3abpansBa ce TLS renegotiation B cucremu, u3nons3Bamy TLS, nin 1a ce koHpUrypupa
rate-limiter 3a orpanu4aBane Ha OpOs Ha MPEIOTOBAPSHE HA CECHS;

10. cpoOIeHnsATa 32 TPELIKU B CHCTEMUTE HE AaBaT U3JIHMIIHA WH(POPMALIKS;

11. ne ce u3nonsa AutoComplete;

12. uznon3ear ce mnpunoxkenus (add-ons) xkbM Opay3bpuTe 3a OJIOKHpaHEe Ha PEKIAMHO
ChIbpIKAHUE;

Yn.29. BeB BpB3Ka ¢ M3HUCKBaHHUS KbM headers Ha OTroBOpHTE Ha 3asBKU 3a yeO caliToBeTe,
KOUTO ca 3ajerHanu B HapenOara, oOmuHaTa npeamnpuemMa CieJHUTe MEPKU:

1. Headers Ha oTroBopute Ha 3asBKUTE Ja HE ChABPKAT MHpOpMalus 3a miarGopmMuTe u
BEPCUUTE Ha M3MOI3BAHUS COPTYyEp.
2. Headers Ha OTrOBOpUTE HA 3aBKUTE CHABPIKAT CICTHUTE OIIIUH:

a) HTTP Strict Transport Security (HSTS) — nonutuka cernacao RFC 6797 na IETF or 2012 r.,
KOSITO NpUHYAaBa yed Opay3bpa Ha KJIMEHTa Ja ce cBbpxe nupektHo yupe3 HTTPS mpu
npepasriexaaHe Ha yed caiiTa; MpernopbuyMTeIHA CTOMHOCT Ha Hepuoja Ha BaJIMJIHOCT Ha
kema Ha HSTS (max-age) e mone mect mecena;

0) X-Content-Type-Options — uHCTpYKTHpa MOTPEOUTEICKHs Opay3bp Ja Cle/iBa CTPUKTHO THUIIA
MIME, nedunupan B Content header; enuHcTBEeHaTa BaldHIHA CTOMHOCT 3a TO3H XeIbp € "X-
Content-Type-Options-nosniff";

B) X-XSS-Protection — nactpoiiBa koHpurypamusra 3a XSS ¢unrbpa, BrpajcH B MOBEYETO
Opay3bpH, KOETO MPEIOTBPATIBA HIKOM KaTeropuu XSS araku; mpernopbunuTeTHa CTOWHOCT
"X-XSS-Protection: 1; mode=block";

r) X-Frame-Options — naBa yka3zanus Ha Opay3bpa Ja He BKapBa ye0 CTpaHHMIaTa BBHB

frame/iframe wa Japyrum ye0 CTpaHuIM;, mpenoppunMTeNHa croiHocT "Xx-frame-options:
SAMEORIGIN";

1) Content-Security-Policy — npenoTBpaTsiBa mMPOK CHEKTHP OT aTaku, BKIOYUTETHO Cross-Site
scripting u Ipyru cross-site injections;

e) Referrer-Policy Header — mo3BossiBa Ha caiiTa Ja KOHTpOJHpa KOJKO HWH(pOpMAaims ¢
HABUTAIWS J1a Ce BKIIFOUBA B Opay3bpa U3BbH JOKYMEHTA,
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npedocmassine na 6e38v3me30Ha unancosa nomow no Onepamuena npoepama ,,/[oopo ynpasnenue ",
cv@unancupana om Eeponetickus cvios upes Eeponetickus coyuanen ghono.

17



EBPOMENCKM CbO3 "
EBPOMEWCKA - J[IOBPO YNMPABAEHWE
COUWANEH @0HA

k) Feature-Policy Header — mo3BonsiBa Ha caiiTa 1a KOHTpOJIMpAa KOU (YHKIMH W TPHIOKHU
nporpamuu unrepdeiicu (API) moraT na ce uznon3sar B Opay3bpa;

3) HTTP Public Key Pinning (HPKP) — 3amuren Mmexanussm, koito mo3Bosisisa Ha HTTPS ye6
CaliTOBETE J]a Ce MPOTUBOIOCTABAT HA UMHUTAILMS OT CTPAaHA HAa aTaKyBallUTEe, U3IOJI3BalKU
HEMPABUIIHO M3/IaJICHU WU JILXKIIUBU CEPTU(DHUKATH.

PA3JEJ IV
3AKJIIOUNTEJHHU PA3IOPEBU

§1. PproBoauTENIUTE M CIY)KUTEIUTE B OOIIMHCKA aJMHHUCTPALUS ca JIBXKHH J1a MO3HABaT M
cria3Bar pasnopeONTe Ha Te3U MPaBUIIA.

§2. KoHTpobT MO clla3BaHE Ha IMpaBWJIaTa C€ OCBHLIECTBSIBA OT [ONPEIEIIEHOTO ChC 3al0OBE] Ha
Kwmera otroBopHoO nuile] 3a rapaHTUpaHe Ha MpeXoBaTa U MH(POPMAIMOHHATA CUTYPHOCT Ha
U3MoNI3BaHuTe HMHPOpMAIMOHHU cucTteMu B OOmuHCKa agMuHUCTpanus — CMsIoBo.
JlonycTuMH ca JOMBbIHUTEIHU MEPKH U MPOLETYypH, KOUTO ca L[el1echoOpa3sHu U HEOOX0AUMU
C OrJIe] 3alIMTa Ha HHPOopMalusTa.

§3. Hacrosmure BBTPCHIHU IIpaBuWjia CC€ Ppasrjiekaar MU OHCHABAT HNCPUOJUYHO C OIJICH
e(peKTI/IBHOCTTa ﬁ, Kato O6IJ_II/IHa CMHI[OBO MOZKC J1a ITpyucMa U npujiara JOIbJIHUTCIIHU MCPKU
" npouecaypu, KOUTo ca LICJICC’LO6paSHI/I u HeO6XOI[I/IMI/I C OI'JICH 3aluTaTa Ha I/IH(I)OpMaI_[I/ISITa.

§4. Te3u mpaBuia ca paspadborenu cbriacHo Hapen0a 3a MUHMMATHUTE U3UCKBAHUS 32 MPEKOBA
1 UH(GOPMaILlMOHHA CUTYPHOCT U ca YTBBPJECHU ChC 3aloBe/ Ha kMeTa Ha obmrHata Ne 180 ot
27.03.2020r.
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