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Knacudukanus

MpoekTbT ,Cb3aaBaHe HAa MOAEIM 32 ONTUMAHM aAMUHUCTPATUBHU CTPYKTYPU HA 0BWUHNUTE" ce
¢umHaHcMpa no OnepaTtuBHa nporpama ,,Jobpo ynpasneHune”; cbdmHaHcMpaHa oT EBponenckuma cbios
ypes EBponencKkma counaneH GpoHa.
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PA3JEJ I
OB NOJIOKEHUS

Ya. 1 Te3u mpaBuiia uMar 3a Iell J1a YKaxar Kak ce MapKupa, U3Ioj3Ba, o0padoTBa, 0OMEHs,

CbXpaHsiABa U YHHUIIOXKaBa I/IH(I)OpMaI_II/ISITa, C KOATO pasIiojara O6H.[I/IH8. CMHI[OBO.

Y. 2 [Ipuetu ca B3 OCHOBA Ha WiL. 5, ain. 1, T. 6 u 7 ot Hapenbara 3a MUHUMaTHU U3UCKBAHUS

3a MpexoBa 1 nH(popMmarronHa curyproct (Hapenbara).

Ya. 3 HpaBI/IJIaTa OCJAT rapaHTHPAHCTO Ha AO0CTATb4HA, aJICKBATHA WM IIPOIIOPHHOHAIHA Ha
3aIlJIaXUuTC 3aliuTa Ha I/IH(l)OpMaIII/ISITa C orjen Ha HEHHaTa BAXXHOCT, YYyBCTBHUTCIHOCT M Ha

HOPMATUBHUTC U3NCKBAHWA KbM HEA.

Y. 4 Knacudukanusra ce mpujiara 1 BbpXy BCHUKHA PECYpPCH, KOUTO y4acTBaT B Ch3JIaBaHETO,
00paboTBaHETO, ChXPaHSIBAHETO, IPEHACSHETO U YHUIIIOKABAHETO Ha MHPOpMAIUATA, KaTO KbM
TAX TpsOBa Ja ce mpuaraT MOAXOJAIIM MEXaHW3MH 3a 3alllMTa, ChOTBETCTBAIM Ha

I/I,Z[CHTI/I(I)I/II_[I/IpaHI/ITe 3aljiaxu.

Ya. 5 (1) O6umnaa CMAI0BO HAHACS HMBOTO HA KJIACH(HUKANUATA MO MOIXOMAII HAYUH BBPXY

JOKyMEHTHpaHaTa UH(OpMaIysl.

(2) 3a ximacudukanusTa HE ce HM3MOJ3BAT HHMBaTa Ha KiIacH(UKAlMs 3a CUTYPHOCT Ha
nHopManuaTa oT 00xBara Ha 3aKOHa 3a 3aluTa Ha Kiacuduiupanara nHGOpMaIKs, KakTo U

TEXHHUSAT TpU.

(3) Unudopmarusata 6e3 kmacudukamus € JOCThIIHA 3a OOMIO TMOJ3BaHE MPH Cla3BaHE Ha

CTaHAAPTHUTC IIPpaBUJjia 3a aBTOPCKHU IIpaBa U KbM HEA HC CC IMpHUJIaraT MCXaHU3MHU 3a 3aliuTa.

MpoekTbT ,Cb3aaBaHe HAa MOAEIM 32 ONTUMAHM aAMUHUCTPATUBHU CTPYKTYPU HA 0BWUHNUTE" ce
¢umHaHcMpa no OnepaTtuBHa nporpama ,,Jobpo ynpasneHune”; cbdmHaHcMpaHa oT EBponenckuma cbios
ypes EBponenckusa coumaneH GpoHa,
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(4) TIpu obmen na wmHbopmanus ce u3monsBa kinacupuxanus TLP (traffic light protocol)

cbriiacHo npuioxenue Ne 2 ot HapenOara.

PA3JEJ 11

KIIACUPUKAIIUN HA UTHOOPMALIUATA

Ya. 6 (1) C uen aa ce rapaHTHpa J0OCTaThbYHA, aJCKBATHA M IPOMOPIMOHATHA Ha 3arllaxuTe
3amuTa Ha WH)OpMANHAITa, Ce MPaBU MPEleHKAa Ha BAXHOCTTA M YYBCTBUTEIHOCTTA M, KAKTO U

Ha HOPMATHBHUTC U3MCKBAHUA KbM HECA.

(2) Bb3 ocHOBa Ha Ta3u HperieHKa HH(YOpMALUATA Ce pa3aeis B HIKOJIKO Kateropuu. Korato e
MPWIOXKHUMO, Ta3U KIacU(pUKaLUs Ce NpeHacs M BbPXY BCHUKH PECYpPCH, KOMTO ydacTBaT B
Cb3/1aBaHETO, OO0pabOTBAaHETO, CBHXPAHSIBAHETO, IMPEHACSHETO, PA3MPOCTPAHCHHETO U
YHHILIO)KaBaHETO Ha MHQOpMAIMATa, U KbM TAX CE€ MpujaraT MOIXOISAIIM MEpPKH 3a 3alluTa,

ChOTBETCTBAIIM Ha 3aIJIaXHUTe.
Y. 7 [Tpu obmen Ha uHopmarus ce usnoassa TLP (traffic light protocol)

1. [TLP-RED] — Camo 3a omnpe/eieHu mojaydarein: B KOHTEKCTa Ha €/IHa Cpela HalpuMep
nHpOpManuATa ce OTpaHnYaBa J0 MPUCHCTBALINTE Ha cpemiaTa. B moBeueTo ciryuan Ta3u
nHOpMaIHUs ce MpeaBa YCTHO HITH JIMYHO.

2. [TLP-AMBER] — OrpanuyeHo pa3npocTpaHEHHE: MOTyYaTeNIsAT MOXKE Ja CIIOJeNs Ta3u
uHbopManusg ¢ APYrd Xopa OT OpPraHM3aluATa, HO CaMO aKO € CHa3eH NPUHIUIBT
"HeoOxomuMocT ga ce 3Hae". Uecta mpakThka € WM3TOYHHUKBT Ha WHMOpManusTa aa
YTOYHH BEIHAra cje] MapKMpoOBKaTa Ha KOTO MOXKE Ja Ce Crojens WHGOopManusaTa Wiu
Ja MpeIBUAM OTPAaHWYEHHUs Ha TOBa CHOJENAHE. AKO MOJy4yaTeiasT Ha HMH(pOpManusaTa
WCKa J1a 51 pa3npoCTpaHsBa, 3aJbJDKUTEIHO TPsIOBa /1a ce KOHCYJITHPA ¢ U3TOYHHKA.

3. [TLP-GREEN] — Ilupoka o6mrHOCT: WHGOpMANUATa B Ta3H KaTEropust MOxe Ja Obie
pasnpocTpaHsBaHa INMUPOKO B paMKHTE Ha JaaeHa oOOMmHOCT. Bbmopekn ToBa

MpoekTsT ,Cb3faBaHe Ha MOAENM 33 ONTUMANHN AAMWUHUCTPATUBHU CTPYKTYPU Ha 06LWMHUTE” ce

¢umHaHcMpa no OnepaTtuBHa nporpama ,,Jobpo ynpasneHune”; cbdmHaHcMpaHa oT EBponenckuma cbios
ypes EBponenckusa coumaneH GpoHa,
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HH(bOpMaI_[I/IHTa HE MOXEC Oa 6’5,2[6 HY6J'H/IKYBaHa HJIM IIOCTBaHAa B HMHTCPHET, KAKTO U

U3HACIHA U3BBH OOILIHOCTTA.

4. [TLP-WHITE] — HeorpanudeHo: mpeaMer Ha CTaHAApTHUTE IpaBHia 32 aBTOPCKO

MIpaBo; Ta3u MH(OpPMALIKS MOKE Ja Ce Pa3MPOCTpaHsiBa CBOOOAHO, 6€3 OrpaHUYECHHUS.

Ya. 8 B OOmmuara ce cma3Ba mpenopbuuTeNHaTa Kiacupukaius Ha uHPopMaunusara M

HU3HUCKBAaHUA KbM PIH(bOpMaLII/IOHHI/ITC U KOMYHUKAITUOHHHUTC CUCTCMH 34 OCUT'YPSBAHC HA JOCTBIL

1o uapopmanusaTa ot Hapenbara:

1.

2.

"Hugo 0" obxBara oTkpuTa U 00I10/10CThITHA HHPOpMAIUs (HanpuMep MyOIHMKyBaHa Ha

MHTEPHET CTPaHULIUTE); [IPEAINOIara aHOHMMHO I10JI3BaHE HAa MH(OpMaLKATa U JIMIICA Ha

CpeJlcTBa 3a 3amuTa Ha KoH(uIeHIraIHocTTa i; orroBaps Ha TLP-WHITE;

a.
b.

"Huso

omoBecTsIBaHeTO Ha nHpopmanus ¢ kiacudukanus "Huso 0" He € orpaHHYeHO;
W3TOYHHIIUTE MoraT Ja wu3noi3Bar kimacupukamus "Huso 0", xorarto
nHpopManUATa HOCH MHUHUMAJICH WJIA HUKAKbB MPEABHIAM PUCK OT
31M0ynoTpeda, B CHOTBETCTBHE C MPWIOKHUMHUTE MpaBuia M MPOIEIypU 3a
MyOJIUYHO OMOBECTSIBAHE;

IpU Cla3BaHE Ha CTaHAAPTHUTE IMpaBuUja 3a aBTOPCKU IpaBa MHQOpMAaLUs C
kinacudukanus "Huso 0" Moxe na ce pasnpocTpansiBa 6€3 orpaHUYEHUSI.

1"

CrofieNITHeTO Ha uH(opmanus ¢ knacuukanus "Huso 1" e orpannueHo camo 110
nanena obnrHoct; otroBaps Ha TLP-GREEN,;

W3TOYHUIIUTE MoOrar Ja wusnoi3BaT kiacupukanmus "Huso 1", korato
uHpopManuaTa € ToNie3Ha 3a HWHGOPMUPAHOCTTAa HA BCHYKH y4YacTBaIIH
OpraHM3allfy, KaKTO U 32 TApTHHOPU OT HIMPOKATa OOIIHOCT UITU CEKTOP;
MoJIyyaTeIuTe Morar jaa crnojaensT mHpopmanus ¢ knacuduxamus "Huso 1" c
MapTHHOPCKH OPraHU3alliid B paMKHUTE Ha CBOS CEKTOp WJIM OOIIHOCT, HO HE U
Yype3 00IIECTBEHO AOCTHIITHU KaHAW; HHPOpPMAIUATA B Ta3U KaTEropus MOXe 1a

CC pas3npoCTpaHiaBa IIMPOKO B AaJICHA O6IJ_IHOCT, HO HC U U3BBH HCA,

MpoekTbT ,Cb3aaBaHe HAa MOAEIM 32 ONTUMAHM aAMUHUCTPATUBHU CTPYKTYPU HA 0BWUHNUTE" ce
¢umHaHcMpa no OnepaTtuBHa nporpama ,,Jobpo ynpasneHune”; cbdmHaHcMpaHa oT EBponenckuma cbios
ypes EBponenckusa coumaneH GpoHa,
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d. u3MCKBaHUSA KbM HHOOPMAIMOHHUTE U KOMYHUKAIIMOHHUTE CHCTEMH:

€. JOCTBIIBT JI0 TOYHO OINpeNeNeHH OOCKTH Ja ObJe paspemaBaH Ha TOYHO
OIIpe/ieNICHU MOJI3BaTEINH;

f. mon3Barenute ma ce uaeHTH(UIMpPAT, MPEAU Ja U3MBIHABAT KAKBUTO M Ja ca
NCHCTBUS, KOHTPOJMpPAHU OT CUCTEeMaTra 3a JOCThI; 3a YyCTaHOBSBaHE Ha
UICHTUYHOCTTAa TpsiOBa Ja ce W3M0JI3Ba 3allMTeH MEXaHW3bM OT THIA
UACHTU(UKATOP/TIApOIa; HAMA M3UCKBAHMA 32 JOKa3aTEJICTBO 3a WICHTUYHOCTTA
MIPU PETUCTPALINS;

0. uaeHtuduumpamara uHpopManus TpsOBa ga  ObAE  3alMTEHAa  OT
HEeperJIaMeHTUPaH JOCTBHIT;

h. noBepurenHaTa M3YMCIWTENHA CHCTeMa, T. €. (YHKIMOHAIHOCTTa Ha
nHOpPMAIMOHHATA CHCTEMa, KOSATO YIPaBJsiBa IOCThIIA 10 PECypCHTe, TPSOBa 11a
noaabpka o0jacT 3a COOCTBEHOTO UBMBJIHEHHE, 3alllUTeHAa OT BBHIIHU
BB3JICHCTBUS U OT ONUTH Ja Ce€ CIIeU X0/1a Ha paboTara;

I. wuH(pOpMalMOHHATA CHCTeMa TpsOBa Ja pasmojiara ¢ TEXHUYECKH W/WIN
[IPOrpaMHU CPENCTBA, IO3BOJISIBAILM [IEPUOJUYHO Ja CE MPOBEPsBA KOPEKTHOCTTA
Ha KOMIIOHEHTHUTE Ha JOBEPUTEIHATA U3UUCIUTEIHA CUCTEMA,

J. 3alIMTHHTE MEXaHW3MH TPsAOBa Ja ca MPEMHHAIN TECT, KOWTO Ja MOTBBPIH, 4
HEOTOPU3UPAH IOJ3BaTENl HsIMa OUYEBHIHA BB3MOXKHOCT Ja MOJY4YH JIOCTBII J0
JIOBEpUTEIIHATA N3YUCIUTEIHA CUCTEMA.

3. "Hugo 2"

a. pasmpocTpaHeHueTo Ha uHpopmanus ¢ kiacupukanus "Huso 2" e paspemieHo
caMO B paMKHT€ Ha OpraHuM3allUiTe Ha ydacTHUIUTE, 00paboTBamiu,
ChXpaHsBalld Win oOMeHsmM uHpopManusara; orroaps Ha TLP-AMBER c
JOM'BJIHUTENTHO YTOUHEHHE 32 OTpaHUYEHHUE Ha JI0CThIIA,

b. wm3rounummre ™Morat Jga wu3noi3Bar kiacubukamus "HuBo 2", korato

nH(pOpManuITa U3UCKBA 3aIUTA, 3a /1a Ob/e ePEeKTUBHO OOMEHEHA, U HOCH PHUCK

MpoekTbT ,Cb3aaBaHe HAa MOAEIM 32 ONTUMAHM aAMUHUCTPATUBHU CTPYKTYPU HA 0BWUHNUTE" ce
¢umHaHcMpa no OnepaTtuBHa nporpama ,,Jobpo ynpasneHune”; cbdmHaHcMpaHa oT EBponenckuma cbios
ypes EBponenckusa coumaneH GpoHa,
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3a HEMPUKOCHOBEHOCTTAa Ha JIMYHUS JKUBOT, pEMyTaIlUsATa WM OINEpaIuuTe, aKo
Ce CHoJIeNIsl U3BBH CbOTBETHUTE OPTraHU3aIUK;

C. TMOJy4aTeluTe MOraT Ja crojenst wHdopmarus ¢ kinacudpukanus "Huso 2" ¢
YJICHOBE Ha COOCTBEHATa CH OPTaHM3allUs U C MOTPEOUTENN WIIM KIMEHTH, KOUTO
TpsiOBa Ja ca 3alo3HATH C Hes, 3a Ja C€ 3aIIUTIAT WIK Ja TPeIoTBpaTsIT
JOMBJIHUTEITHYU IEeTH; U3TOYHUIIUTE UMAT MPABOTO J1a OMPEIACIAT TONBIHUTCITHHA
TUTAHUPAHU TPAHUIIA Ha CTIOJICIISTHETO, KOUTO TPSIOBA J1a Ce CIa3BarT;

d. wu3uckBaHHSA KBM HWHPOPMANMOHHUTE W KOMYHHKAIIMOHHHUTE CHUCTEMH — B
JOMBJIHEHUE KbM M3UCKBAHUATA KbM MPETUIITHOTO HUBO:

€. KaTo MEXaHU3bM 3a MPOBEpKa HA UICHTHUYHOCTTA J]a CE U3IMO0J3Ba YAOCTOBEpEHUE
3a €JIEKTPOHEH MOJIKC, HE3aBUCUMO JIAJId € U3/IaJICHO 32 BHTPEIIHOBEIOMCTBCHI
HYXJIM B paMKHTE Ha BBTPEIIHA MHPPACTPYKTypa Ha IyOJUYHHS KIIFOY, WU €
W3J1aJICHO OT BHHIIIEH JOCTABYMK HAa YJJOCTOBEPUTEIHH YCIyTH;

f. mpu u3maBaHe HA yIOCTOBEPEHHETO M3/IABAIIUAT OPraH MPOBEPSIBA CHIIIECTBCHUTE
JaHHW 3a JIMYHOCTTa HA TOJI3BaTels, 0Oe3 Ja € HEOOXOAMMO JIMYHOTO MY
MIPUCHCTBUE;

g. noBepuTeTHATa H3YHCIUTENIHA CHCTeMa TpsiOBa Ja OCHTypU peanu3aius Ha
MPUHYIUTEIHO YIPaBIeHUE Ha TOCTHIIA 10 BCUYKH O0CKTH;

h. noBepuTenHaTa M3UMCIIUTEIIHA CHCTEMA TPsIOBa J1a OCUTYPH B3aMMHA U30JIallHsl Ha
MPOIIECUTE Upe3 pa3JieisiHe Ha aPECHUTE UM MPOCTPAHCTBA.

4, "Huso 3"

a. uHpopmamms c¢ wiacupukammsa "Huso 3" He e 3a omoBecTsBaHE U
pPa3MpPOCTPAHEHUETO ¥ € OrpaHWyYeHO camMoO JO YYacTHUIIUTE, 00paloTBaIlH,
ChXpaHsBally WiK oOMeHsu nHpopMmanusta; orrosaps Ha TLP-RED;

b. wm3rounummre ™Morat Jga wu3noi3Bar kiacubukamus "HuBo 3", korato
uHpopmanuara He Moxe na Obae eheKTHBHO OOMEHsSHA C IPYTH CTpaHH U Ou

MorJa ga J0BE€a€ 10 B’BS}IGﬁCTBHH BBPXY HCIIPUKOCHOBCHOCTTA HA JIMYHUSA )KUBOT,

MpoekTbT ,Cb3aaBaHe HAa MOAEIM 32 ONTUMAHM aAMUHUCTPATUBHU CTPYKTYPU HA 0BWUHNUTE" ce
¢umHaHcMpa no OnepaTtuBHa nporpama ,,Jobpo ynpasneHune”; cbdmHaHcMpaHa oT EBponenckuma cbios
ypes EBponenckusa coumaneH GpoHa,
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penyTranusATa WIM ONEpallMuTe Ha JajJieHa CcTpaHa, ako ¢ Hes Oble
3II0YMIOTPEOCHO;

C. TMOJy4aTenuTe HE MOTrar jaa cnonensaTt uHdopmanus, mapkupana ¢ "Huso 3", ¢
KOSATO M J1a € CTpaHa M3BbH KOHKPETHHsS OOMeH, 00paboTka WM ChbXpaHEHHE,
JTOCTBITBT 10 uHpopmanuaTa ¢ kiacudukanusa "Huo 3" e orpanuueHn camo a0
aunaTa, ydacTtBalld B oOpaboTkaTa ii; B IMOBEYeTO cCiydau HHGpopManus ¢
knacudukanus "Huso 3" TpsiOBa 1a ce mpenaBa JUYHO;

d. wmsuckBanms xkbM HMKT cucremure — B [OIBIHEHHE KBbM H3HCKBAHHUATA KbM
MPEAUIIHOTO HUBO:

€. KaTo MEXaHU3bM 3a HACHTU(UKALNS J1a C€ U3MO0J3Ba €AUHCTBEHO YIOCTOBEPEHUE
3a YHUBEPCAJICH €JIEKTPOHEH MOIIHUC;

f. mpu M3maBaHe Ha yIOCTOBEPEHHUETO Jla € rapaHTHpaHa (Gu3ryecKaTa HACHTUIHOCT
Ha JIMLETO;

g. nIoBepuTenHATa W3YMCIUTENIHA cUcTeMa TpsgOBa J1a ObIe ¢ MpoBepeHa
YCTOMYMBOCT KbM OIUTHU 32 POHUKBAHE;

h. koMmMyHuKanusITa MEXIy HOTPEOMTENs W CHCTeMaTa Jia C€ OCBIICCTBIBA I10
KPUNTHPAHU KaHalM, u3noisBamu mnpotokon Transport Layer Security (TLS)
noHe 1.2, kaTo MUHUMAaJIHATa JbJDKUHA Ha KPUIITUPAIUS KIIt04Y TpsiOBa /1a € MoHe
256 owura;

I. JOoBepuTE/IHATA WU3YHMCIUTEIHA CHCTEMa Jla MMa MEXaHHW3bM 3a PETHUCTpAIlis Ha

OIIMTH 34 HAPYHIIABAHC ITOJIMTUKATA 3a CUTYPHOCT.

PA3JIEJ I

SAK/TIOYUTEJIHHA PA3SITIOPEIBU

§ 1. PrkoBogurenure u CIIY)KUTCIIUTC B O6IJ_II/IHa CMH,Z[OBO Ca JUIBKHHM Ja IIO3HaBaT M Clia3dBaT

pasnopen0ouTe Ha Te3U MpaBHIA.

MpoekTbT ,Cb3aaBaHe HAa MOAEIM 32 ONTUMAHM aAMUHUCTPATUBHU CTPYKTYPU HA 0BWUHNUTE" ce
¢umHaHcMpa no OnepaTtuBHa nporpama ,,Jobpo ynpasneHune”; cbdmHaHcMpaHa oT EBponenckuma cbios
ypes EBponenckusa coumaneH GpoHa,
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§ 2. KoHnTpoabT mo cra3BaHe Ha mpaBujaTa ce ocbiecTBsiBa oT Cekpetaps Ha OOmmMHATA WK
ONpPEAENIEHOTO CbC 3aloBE] OTIFOBOPHO JIMLE 3a TapaHTHpaHE Ha MpexoBaTa U
nH(pOpPMAIlMOHHATA CUTYPHOCT Ha U3IMOJ3BaHUTE WHPOpManMOHHM cuctemMu B OOmMHCKA
aamunuctpanus - CmsagoBo. JlomycTumu ca JOMBJIHUTEIHH MEPKU M IMPOLEAYpPH, KOUTO ca

1eaecho0pa3Hu U HEOOXOAMMHU C OTJIE] 3allluTa Ha HH(popMausTa.

§ 3. Hacrosimure BBTpEeIIHM TpaBujia C€ pa3MIekJaT U OLEHSBAT MEPUOJUYHO C OTJIE]
edekTUBHOCTTA UM, Kato O6muHa CMSI0BO MOXKE /1a pUeMa U Mpujara JOMbIHUTEHU MEPKU

" npoueaypu, KOUTo ca I_ICJ'ICC'bO6paSHI/I u H606XOI[I/IMI/I C OI'JIC 3allMTaTa Ha I/IH(l)OpMaI_[I/IHTa.

§ 4. Te3u mpaBwia ca pazpaboreHu cwriacHo Hapenba 3a MUHUMATHUTE W3MCKBAaHUS 3a
MpekoBa U HHGOPMAIIMOHHA CUTYPHOCT U Ca YTBBPACHH ChC 3alOBe]] Ha KMeTa Ha oOmmuHaTa Ne

180/27.03.2020r.

MpoekTbT ,Cb3aaBaHe HAa MOAEIM 32 ONTUMAHM aAMUHUCTPATUBHU CTPYKTYPU HA 0BWUHNUTE" ce
¢umHaHcMpa no OnepaTtuBHa nporpama ,,Jobpo ynpasneHune”; cbdmHaHcMpaHa oT EBponenckuma cbios
ypes EBponenckusa coumaneH GpoHa,



